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The Requirement for
Software Engineers at
the Tactical Edge

n the spring 0f 2022, I met a group

of Marines who shared a common

hypothesis that the Marine Corps

needs uniformed software engi-
neers at the tactical edge, deployed to
support battalion and regimental ob-
jectives. I was quickly convinced that
developing an organic Marine Corps
software engineering capability would
be a critical line of effort for success in
future conflicts. Our future opponents
will be prepared to conduct systems
warfare, from offensive cyberspace
actions to targeting our systems and
supply chains to conducting tactical
actions with automated/autonomous
systems that make realtime path or tar-
geting decisions, such as drone swarms.
Software engineers at the tactical edge
can reduce the time for decision-making
cycles, improve command and control
(C2)/communications capabilities, pro-
vide decisive capabilities in an offensive
and defensive cyberspace, and enable
long-term maintenance and support for
systems in denied or restricted commu-
nications environments.

Software engineering capability
development should become one of
the Marine Corps’ critical efforts as it
executes Force Design and thinks deeply
about the mechanics of combat in the
Pacific. We are shifting our focus to-
ward an adversary that has significant
systems development and manufactur-
ing capabilities. We must increase our
effectiveness in that environment. De-
velopers at the point of use, conducting
actions such as machine-learning model
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retraining and software development,
can provide a tactical advantage. A
trained software engineer, capable of
adjusting and configuring systems to
detect new signatures or new adversarial
techniques, can add significant capabili-
ties to a commander.

Software engineers at the tactical
edge can improve decision making
by changing systems. Software is the
natural point for system customiza-
tion and adaptation, especially when
extended physical supply chains limit
hardware customization. Software can
be adapted to handle new inputs as en-
emy signatures or battlefield conditions
change.! These adaptations can drive
decision-making improvements. Take
an example from the war in Ukraine,
where autonomous drones are retrained
on videos of Russian troops to enable
them to better target soldiers based
on their uniforms and behavioral pat-
terns.? Adapting and modifying the
drone’s software improved its target
orientation abilities as well as its capa-
bility to make decisions. The next war
we fight will require systems adapta-
tion throughout the conflict. Just like

in Iraq, where V-hulled vehicles became
a priority after insurgents started using
improvised explosive devices, we will
need to make offensive and defensive
system adjustments on the fly. Tactical
software engineers are crucial to adapt-
ing systems to improve decision cycles.

Software engineers can improve
C2/communications capabilities. The
systems providing C2 rely on software.
Engineers who can improve those
communications systems can make a
significant difference. Such improve-
ments include automated program-
ming interface integrations to share
data between maintenance and opera-
tional planning systems, integration
of sensors into a common operational
picture, or building tools for handheld
devices. Command and control will be
a target for a near-peer adversary, and
strategies for enabling C2, such as hid-
ing encrypted messages in the noise of
a civilian communications spectrum,
will be essential. Software engineers
can allow commanders to achieve an
advantage by adding to and integrating
existing information systems, sensors,
and sources.
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Software engineers at the tactical edge
provide decisive capabilities in an offen-
siveand defensive cyberspace. Just as net-
work administrators limit network access
with firewalls and systems administra-
tors restrict access to systems through
exposed ports and protocols, a soft-
ware engineer can add input validation,
modify decision algorithms, and update
vulnerable code or libraries. A software
engineer can conduct offensive script-
ing, cyberspace reconnaissance, enable
vulnerability detection, and conduct ex-
ploitation. Decentralizing that capability
to the tactical edge allows it to be em-
ployed to accomplish the commander’s
objectives and reduces the reach-back
requirement for an organization like
MARFORCYBER .3 Such reach-back
and coordination may be impossible in
acommunications-denied environment,
much less the risk of differing priorities
at the functional combatant command
level. Software engineers at the tactical
edge can enable cyber effects in offensive
and defensive cyberspace.

Software engineers shorten the soft-
ware supply chain and can provide long-
term maintenance and support capa-
bilities for denied communications and
restricted internet communications.
How will we defend the network we
call the internet in a conflict with an
adversary who maintains a closed in-
ternal network?4 The challenge in such
a conflict will be sustaining software
and systems over an extended period
when the pipeline’s integrity between
the commercial developer and the Ma-
rine with the problem is severed. Main-
taining systems and applications will
require software updates and critical
security patches. The level of effective-
ness the Marine Corps can maintain
over time may be based on the ability
to modify applications, systems, and
infrastructure to respond to threats. For
example, a known compromise of an
encryption algorithm might require in-
ternal library updates to an application
that could be the difference between
functioning securely and not function-
ing at all. Who—on an island in the
Pacific—will do these critical updates?
Reaching back to the mainland for sup-
port will be difficult or impossible. Can
we train Marines to do this?
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The answer is yes. One such soft-
ware engineer is Sgt William Crum.
While deployed, he built an applica-
tion based on log messages to analyze
aship’s engineering plant malfunction.
Additionally, he was able to modify a

an extended support chain, maintain-
ing availability without requiring the
systems to be shipped to the rear. And
it bears repeating that the next conflict
will likely occur somewhere where hard-
ware redeployment may not be possible.

Software engineers shorten the software supply
chain and can provide long-term maintenance and
support capabilities for denied communications and
restricted internet communications.

Python script in theater to change the
state of a tactical system. His ability to
modify the underlying logic that the
system used to function prevented re-
deploying the associated hardware. This
is an example of how a trained software
engineer, at the point of use, can solve
problems that would otherwise require
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machine learning models for predict-
ing helicopter landing zones, movement
routes, and other tactical problems.
Capt Helm’s efforts have focused on
the ability to accelerate and improve
decision making by providing alterna-
tives or potential solutions to a deci-
sion maker. Such decisions are made
in rapidly changing environments that
must incorporate the latest informa-
tion. A squad leader can implement a
virtual terrain model for rapid squad
or platoon orientation in significantly
less time than it would take to build
a terrain model and with significantly
greater precision, improving terrain
recognition using current imagery.
Instead of “take a right at this card-
board box,” the squad leader can play
the route in realtime and point out that
they need to “take a right after the oft-
white house with the broken window.”
A platoon commander can accelerate
tactical decision making and execution
by predicting likely movement paths
using elevation, terrain, and vegetation
data. Then they can confirm whether
his unit will actually be able to use
those paths, instead of trying to do so
solely based on elevation information
on a two-dimensional map. Then they
can use the leader’s reconnaissance to
validate the path, rather than explore
several options. These are a couple of
the ideas that Capt Helm proposed
and implemented. A software engineer
who understands the tactical problems
they are trying to automate is uniquely
poised to implement software solutions.

A third example of a Marine refining
software to solve tactical problems is
Maj Kevin Hannay, a PhD in Math-
ematics from Michigan. He refined a
K-Means clustering algorithm that Capt
Helm used for helicopter landing zone
prediction into a convolution algorithm
thatincreased prediction accuracy and
reduced calculation times to enable the
program to be deployed on a tablet. Maj
Hannay made Capt Helm’s idea pos-
sible to implement on a handheld device
accessible to Marines in theater, clos-
ing the gap to tactical implementation.
Sgt Crum, Capt Helm, Maj Hannay,
and others demonstrate what software
development at the tactical edge can

provide the warfighter. They also il-
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lustrate the importance of uniformed
software engineers developing solutions
to problems they understand and have
experienced.

How can the Marine Corps institu-
tionalize or scale this native software
engineering capability beyond individu-
al efforts? The Marine Corps possesses
several existing pipelines to develop
software engineers, from graduating
Marines with computer science degrees
annually via the Naval Postgraduate
School to more applied programs.’
The recently formed Marine Corps
Software Factory pilot program, led
by LtCol Charlie Bahk, demonstrates
the ability to train enlisted personnel
to develop software relatively quickly.®
This may partly stem from the fact that
the typical Marine Corps recruit is far
more comfortable writing code than
their senior leadership may realize. More
than half the high schools in the United
States now offer a computer science
course.” This is a growing skill set that
the Marine Corps should leverage in the
future via recruitment and incentives.
The Marine Corps Software Factory
should be formalized and expanded
from a pilot program into a critical part
of the organizational software develop-
ment capacity growth.

Two other organizations are cur-
rently centers of software development
activity in the Marine Corps. The first
is the Marine Corps Tactical Systems
Support Activity, which recognized the
need for software developers, employ-
ing them internally to develop multiple
tactical applications. The second is the
Marine Coders, a community of prac-
tice and a section inside the Marine In-
novation Unit, which provides a reserve
uniformed software engineer capabil-
ity aligned to support Marine Corps
Software Factory projects.® This unit
can match academic and commercial
skill sets to Marine Corps problems.
The Marine Innovation Unit could
offer a significant strategic capability
in times of war, leveraging the reserve
component as a strategic source of high-
demand, low-density skills and abilities.

Software engineers will drive future
strategic and tactical successes against
near-peer threats. The Marine Corps
currently possesses limited resources

but could effectively use existing organi-
zations, such as the Marine Innovation
Unit or the Marine Corps Software Fac-
tory to field Marines with appropriate
skill sets. The Marine Corps can build
a cadre of talented engineers who can
adapt their skills to differing platforms
and applications. Software development
at the tactical edge is a critical bid for
success in future conflicts.
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